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Abstract 
With the advances in networking technologies, organizations have increasingly 

participated in or shifted to the Internet environment to conduct business transactions. 
According to prior research on E-business, network security is one of the key factors for 
E-business success. Denial of service (DoS) attack, which aims at rendering a computer or 
network incapable of providing normal services, is a major cause of current network 
insecurity. Existing DoS attack defense mechanisms (e.g., firewalls and intrusion detection 
systems) typically rely on packet information gathered from gateways of network systems. 
Because such packet information is on the IP-layer or above, existing defense mechanisms 
are incapable of detecting internal attacks or attackers who disguise themselves by spoofing 
source IP addresses. To address the aforementioned limitations of existing DoS attack 
defense mechanisms, we propose a classification-based DoS attack detection technique to 
induce a DoS detection model on the basis of the SNMP data. The constructed DoS detection 
model is then used for predicting whether a network traffic flowing through a network 
interface is a DoS attack. To empirically evaluate our proposed classification-based DoS 
attack detection technique, we collect network traffic data from two different environments, 
including an enterprise network and a university campus network. Our empirical evaluation 
results show that the detection accuracy of the proposed technique reaches 99.78% and 
98.59% or above in both network environments respectively. 

Keywords: Network Security, Denial of Service (DoS), Attack Detection, Data Mining 
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